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1 Before You Begin

1.1 About This Book

Wonderware prides itdein helping customers reduce the cost and time of application development. In
going a step further, Wonderware wants to provide customers from Food and Drug Administration (FDA)
audited industries with a set of best practices in regards R1tE&R Parll requirements.

This21 CFR Part 11 Depl oyment Gui del0l, @amd HStyriant 9eOM P11 at f o
offers information on System Platform, InTouch, and Wonderware Historian features relevant to the 21
CFR Part 11 requirements of the U.S. Food and Drug Administr@&bA). While not directly subject to
regulation under 2CFRPartll, Wonderware System Platform, InTouch, and Wonderware Historian
products incorporate features and functionality designed to facilitate the development of applications for
use in FDA reglated industries. Accordingly, Wonderware has developed this document to provide
customers with a set of "best practices" in regards to certain Wonderware products and the 21 CFR Part 11
requirements. Best practices suggested in this deployment guidenjunction with properly designed

and implemented external procedural controls, should reduce cost of development, validation, and re
qualification of applications. However, please note that the methods described ithis document
represent general guidince and may require adaptation omodification depending on the needs of your

specific system implementation For optimum results, before applying the advice contained in this guide,
consult a Wonderware endorsed systems integrator
(http://global.wonderware.com/EN/Pages/PartnersSIEndorsedFird.aspx

Auditing and security functions are tightly integrated with Microsoft products, and working knowledge of
both Microsoft SQLServer and the Microsoft Windows operating system is required. It is assumed that
you are familiar with administering a Microsoft SQL Server and using the administrative tools provided
with the Microsoft Windows Server or Advanced Server operating system.

For more information on Microsoft SQL Server or the Microsoft Windampsrating system, see your
Microsoft documentation.

System Platform 3.1, InTouchE 10.1 and Hmashineri anE 9.
interface (HMI) software and lant historian. They are based on Microsoft Windows and can be used to

control and monitor processes in FEaAdited industries. Wonderware Historian is closely linked to

Microsoft SQL Server. System Platform, InTouch, Historian, and procedural conamnlde used to

i mpl ement systems that comply with the FDA6s 21 CFR [

Readers should note this deployment guide is designed for closed systems. Closed systems are defined as
systems where access is controlled by the people responsikileefeontent of the electronic records.
Open systems are naddressed in the scope of this document.


http://global.wonderware.com/EN/Pages/PartnersSIEndorsedFind.aspx
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1.2 Wonderware References & Documentation

A PDF file for each of the following guides is typically available on the respective installation CD. You can
easily print information from the PDF files. The documentation is also available as online help files
through respective application interface or on the Wonderware Developer Network (a valid login is
required)https://wdn.wonderware.com/sites/WDN/Pages/Tech Support/BasicDocumentation.aspx

121 System PlatformE 3.1
The System Platform documentation set includes the following guides:

e System Platform Getting Startedii@e.

e Application Server 3.1: Creating and
Managing ArchestrA Graphic's User's Guide

e Application Server 3.1: Application Server
Scripting Guide.

e Application Server 3.1: Platform Manager The Pl atform Manager
Userbds Guide. information on performing runtime administrative
tasks and diagnostics
Server platforms and engines.

e Application Server 3 Thisbookdescribes the userinterface and
Guide. functions of the Object Viewer uty.

e Application Server 3.1: Wonderware®
Application Server U

e Application Server 3.1: Galaxy Database This book describes the user interface and

Manager User 6s Gui de functionsofthe Galaxy Database Manager, a pa
of t he Ar c h &anagemdat CBngalet
suite of utilities.

e Protocol Users Guide. This guide provides background information on t
main protocols used between components of
Wonderware products.

e Wonder wareE Factory$S ThisWonderware FactpBuite A2 Deployment
Guide. Updated: Guide provides recommendations and 'best
practice' information so that you can effectively
define architectures and design and implement
projects in a Wonderware FactorySuite A2
environment.

e Industrial Application Server Installation This document describes how to install one or m
Guide- Version 2.0. components of the Industrial Application Server
infrastructure, including the main configuration
tool, the Integrated Development Environment (c
IDE), and the Galaxy Repository.


https://wdn.wonderware.com/sites/WDN/Pages/Tech_Support/BasicDocumentation.aspx
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122 InTouchE 10. 1
The InTouch documentation set includes the following guides:

e Guide to InTouch HMI Documentation

e InTouch HMI Concepts and Capabilities Guide

e InTouch HMI Application Management and Extension Guide
e InTouch HMI Data Management Guide

e InTouch HMI Visualization Guide

e InTouch HMI SmartSymbols Guide

e InTouch HMI and ArchestrA Integration Guide

e InTouch HMI Alarms and Events Guide

e InTouch HMI Scripting and Logic Guide

¢ InTouch HMI Supplementary Components Guide
e InTouch HMI Getting Staed Guide

e InTouch Protocol Guide
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1.2.3 Wonderware HistorianE 9 . 0
The Wonderware Historian documentation set includes the following guides:

e Wonderware Historian 9.8 Runtime
Database Schema

¢ Wonderware Historian 9.0 Administration This Wonderware Historian Administration Guide
Guide provides information on howo administer and

maintain an installed Wonderware Historian. Thit
guide describes the tools you will use to adminis
the Wonderware Historian, as well as how to
configure the system to start storing plant data.
This guide also describes administratiagkts such
as changing the default security, configuring
systemwide parameters, and monitoring the
system.

e Wonderware Historian 9.0 Concepts Guide  This Wonderware Historian Concepts Guide
provides information about the general architectt
of the Wonderwee Historian system and describe
the different subsystems and components that
up the system. This guide can be used as a
reference guide for all conceptual information
regarding various Wonderware Historian

components.
e Wonderware Historian 9.0 Datake This Wonderware Historian Database Reference
Reference. describes the database model of the Wonderwar

Historian system. Each database entity is descril
and the relationships between the entities are
defined.

e Wonderware Historian 9.0 Installati@uide. This I ndustrial SQLE Se
provides information on installing Wonderware
Historian, including hardware and software
requirements and migration instructions.

e Wonderware Historian Glossary. This Wonderware Historian Glossary proes
definitions used throughout the Wonderware
Historian documentation set.
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1.2.4 Notes on System Architecture Options

Wonder war ebs software component s can be used t o d
architectures, according to the exact requiremehtscustomer. The choice of architecture can impact the
best practices for designing an application to be validated.

The Wonderware System Platform is a suite of products which provides a powerful and common
framework for building industrial applicationsSystem Platform integrates security, data quality,
communications and alarming within an infrastructure of common services. System Platform also includes
Wonderware Historian (formerly known as IndustrialSQL Server) for recording of historical data,value
and Wonderware Information Server (formerly SuiteVoyager) as an information portal. InTouch can be
used as a visualization client to the System Platform.

I nTouch can al salbeaedsenddenoa astandmanagferd, applicat
where the configuration data is stored in a tag database.

Wonderware Historian is a component of System Platform, and can also be used in combination with
InTouch tag based applications or in a statehe mode, for example when different HMI systenare
already in place.

Section4 Technological Control describes Wonderware product features, according to the different
architectural options, that support 21 CP&t 11 compliance.
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Documentation on 21 CFR Part 11 can be obtained from the following sources:

e Electronic Records; Electronic Signatures
Final Rule, 62 Federal Register 13430 (Marc
20, 1997).

e Risk-Based Approach to 21 CFR Part 11
(August 2003).

e Guidance for Industry, Part 11, Electronic
Records; Electronic Signaturésscope and
Application (August 2003).

e Complying with 21 CFR Part 11, Electronic
Records and Electroniignatures, Part 2
(September 2001).

e Guidance for Industry, 21 CFR Part 11;
Electronic Records; Electronic Signatures
Time Stamps (February 2002).

1.3.2 Validation

Good Automated Manufacturing Practice
(GAMP) 5.

e General Principles of Software Validation;
Final Guidance fomdustry and FDA Staff
(January 11, 2002).

e Pharmaceutical cGMPs for the 21st Century
Risk-Based Approach; A saiee and risk
based approach to product quality regulatior
incorporating an integrated quality systems
approach (2002)

FDA documents can be

This Code 6Federal Regulation is the official rule
on Electronic Records and Electronic Signatures
managemenfor FDA-audited industries.

The purpose of this ISPE White Paper idéscribe
how a riskbased aproach to Part 11 could be use
to benefit patient health while adversely impactin
industry productivity

The purpose of this guidancedsdescribe the
F D A 6 examiratiorof 21 CFR Part 11.

This document produced by ISPE and PDA was

developed to provide a better understanding of 2
CFRPart 11. It aims to provide guidance for the
industry on how to comply with the requirements

The purpose of this draft guidance islescrbe the
FDAG6s current thinking
requirement®f 21 CFR Part 11.

This document is a guideline, used widely within
FDA-regulated industries, for validation of
computer system$SPE and th&AMP Forum
produce the GAMP Guide.
(http://www.ispe.org/gampp/

This guidance presemnsinciples of software
validation considered to be applicable by the FD.
(http://www.fda.gov/cdrh/comp/guidance/938.Html

This describes the FD¥#
defines specific immediate, intermediate, and lor
term steps for the FDF#

(http://www.fda.gov/oc/guidance/gmp.himl

d o wn |http:avdver.fila.goviarid guidesedevEldpédiog

ISPE can be bought throu¢BPE athttp://www.ispe.org/

we b
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1.4 Document Conventions
This document uses the following conventions:

Convention Used for
UPPERCASE BOLD Section of the 21 CFR Part 11 requirements
Bold italics Text quoted from 21 CFRart 11
Initial Capital Paths and filenames
Bold Database names, table names, column names, tag names,
commandprompt utilities, menus, commands, dialog box optio
programming elements, and text that must be typed exactly asg
shown.
Italic Usersupplied variables, relationships, definitions and phrasing
Monospace Code samples, examples, display text and error messages.
1.5 Glossary
This document uses the following terms, abbreviations, and acronyms:
Iltem Description
Biometrics A method of verifyinge i ndi vi dual 6s physical feg

those features and/or actions are both unique to that individual and measurable

cGMP

Current Good Manufacturing Practice

CFR

Code of Federal Regulations

Closed system

An environment in whih system access is controlled by persons who are responsib
the content of electronic records that are on the system

DB Database

ER/ES Electronic Record/Electronic Signature

FDA Food and Drug Administration

GAMP Good Automated Manufacturing Priaet

Historian The Wonderware Historian component of the System Platform is gpleigbrmance
reattime database for historical information. It combines the power and flexibilit
a relational database with the speed and compression of a true pret@sami
integrating the office with the factory floor or any industrial operation.

HMI humanrmachine interface

ID Il denti fication or an i teusernansegd t o Vv

IDE Integrated Development Environment

IT Information Technology

INSQL IndustrialSQL Server

IndustrialSQL Now called AWonder ware Historiano

Server

ISPE International Society for Pharmaceutical Engineering

(O] Operating System

Open system

An environment in which system access is not controlled by persons wharesiiele
for the content of electronic records that are on the system

Part 11 21 CFR Part 11
SOP Standard operating procedures
SQL Structured Query Language

System Platform

Wonderware System Platform provides a single platform for all the SCADA,
Supenisory HMI, andMES and EMI Software Solutiomeeds of industrial
automation and information personnel.

UDA

User Defined Attribute

uTC

Coordinated Universal Time

10
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2 The 21 CFR Part 11 Regulation

Developments in documentation technology, specifically edait records and electronic signatures,
offered companies advantages over pdyaesed documentation. Companies in regulated industries sought
to use these electronic record and electronic signature capabilities to satisfy regulatory requirements.

The United States government responded with guidance in the form of a regulation, 21 CFR Part 11,
governing the use of electronic records and electronic signatures needed or used to satisfy FDA
requirements.

2.1 Overview of Part 11

The Part 11 regulation contairtsree major divisions: Subpart AGeneral Provisions, Subpart B
Electronic Records, and Subpart Electronic Signatures. The outline of the regulation is as follows:
e Subpart A- General Provisions

o 11.1 Scope

o 11.2 Implementation

0 11.3 Definition
e Subpat B - Electronic Records

0 11.10 Controls for closed systems

o0 11.30 Controls for open systems (outside the scope of this guide)

o 11.50 Signature manifestation

o 11.70 Signature/record linking
e Subpart G Electronic Signatures

o 11.100 General requirements

0 11.200Electronic signature components and controls

o 11.300 Controls for identification codes/passwords

The General Provisions (Subpart A) define what electronic records and electronic signatures must comply

with this regulation. The records subject to Part ilea t hos e i n crelatede madied,i ¢ f or m
maintained, archived, retrieved, or transmitted, under any records requirements set forth in agency
regulationsd' The regulation also applies to any electronic records submitted to the FDA even if the

recod is not specifically identified in the FDA regulations. Any signatures applied electronically to such

records must also comply with the Part 11 regulations.

The General Provisions also definitively state that electronic records and electronic sigimatures
compliance with this regulation will be considered the equivalent of paper records and handwritten
signatures applied to paper.

121 CFR Part 11, Subpart A, section 11.1 (b)

11
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2.1.1 Subpart B - Electronic Records

2.1.1.1 Controls for Closed Systems (11.10)

The regulation calls for a series of controls to enseeauthenticity, integrity, and confidentiality (when
necessary) of electronic records in closed systems. The scope of this guide is limited, in application, to
closed systems. Controls for open systems (21 CFR 11.30) will not be addressed duedpeticcss.

The controls for closed systems are summarized here but addressed in greater detail within sections 3 and 4

of this guide:

e 11.10 (a): Systems must be validated (tested to verify they operate as designed)

11.10 (b): Records must be availableif@pection in both electronic and human readable form

11.10 (c): Records must be protected for retrieval during the required retention period

11.10 (d): System access is limited to authorized individuals

11.10 (e): Operator entries and actions that creadelify, or delete electronic records must be tracked

in a secure, comput@enerated audit trail

11.10 (f): System checks will enforce sequencing of steps or events

e 11.10 (g): Authority checks will be used to ensure system use or electronic signatyi®s on
authorized individuals

e 11.10 (h): Device checks will determine validity of inputs or operational instructions

e 11.10 (i): System users have the necessary education, training, and experience for their tasks

e 11.10 (j): Written policies that hold indivighls accountable for actions initiated by their electronic
signatures

e 11.10 (k): Controls over system documentation including access to and changes therein

2.1.1.2 Signature Manifestation (11.50)

Electronic records must include information associated with eactrate signature applied to the record.
This information must be controlled to the same degree as the electronic records and all aspects of the
signature will be included in the human readable form of the electronic record.

The required signature infoation includes:

e Printed name of the signer

e Date and time when the signature was applied

e The meaning of the signature (e.g. author, reviewer, approver)

2.1.1.3 Signature/Record Linking (11.70)

Signatures, electronic or handwritten, applied to the electronic reswstsbe linked to the records so they
cannot be removed or changed in any way that could be used to falsify records.

Note: This guide does not address the application of handwritten signatures to electronic records.

12
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2.1.2 Subpart C - Electronic Signatures

2.1.2.1 General Requirements (11.100)

There are a number of electronic signature requirements a system must meet to be Part 11 compliant.

These requirements are intended to provide evidence and confidence the electronic signatures in the system

can be considered tlgjuivalent of handwritten signatures. The general requirements are:

e 11.100 (a): Electronic signatures must be unique to an individual

e 11.100 (b): Organizations must verify an individual
signatures

e 11.100 (c): Persons using electronic signatures must certify to the FDA their electronic signatures are
intended to be the legal equivalent of their handwritten signature

2.1.2.2 Electronic Signature Components and Controls (11.200)

The implementation of electronicgsiatures can be accomplished through biometrics or other means.
Specific controls are required on the signature mechanism depending on the method used. Those controls
are:
e 11.200 (a): Norbiometric signatures

0 (1): Use at least two different identificati@omponents (e.g. user ID and password)

e (i): Multiple signatures applied by an individual in a continuous session require all electronic
signature components for the first signature and only one component for subsequent
signatures

e (ii): Multiple signature applied by an individual but not in a continuous session require all
signature components for each signature

0 (2): Must be used only by their genuine users
0 (3): User administration must be designed to require collaboration of two or more individuals to
u another userds electronic signature
e 11.200 (b): Biometric signatures must be designed so they can only be performed by their genuine
owner

2.1.2.3 Controls for Identification Codes/Passwords (11.300)

Systems using a combination of identification code (e.qg. lyeand password as the electronic signature

components must ensure the integrity of these signatures through a series of controls.

e 11.300 (a): Maintain user ID and password combinations so no two individuals can have the same
combination

e 11.300 (b): Codeand passwords are periodically checked or revised

e 11.300 (c): Lost or potentially compromised identification devices (e.g. tokens, cards) or passwords are
voided and replaced with a new equivalent

e 11.300 (d): Transaction safeguards are used to preveunthanaed use of IDs or passwords

e 11.300 (e): ID or password generating devices (e.g. tokens) must be tested initially and periodically to
ensure they are unaltered and function properly

13



21 CFR Part 11 Deployment Guide for Wonderware
System PlatformE 3.1,

| nToud®hifand

Wonder ware Hi99t ori ankE

2.2 Revised Guidance

The release of Part 11 by the FDA was intended tmip¢he extensive use of electronic technology in a

manner consistent with the FDA6s need to protect pub
discussion within the industry requiring the subsequent release of a compliance policy guidafand dr

guidance for the following: validation, glossary of terms, time stamps, maintenance of electronic records,

and electronic copies of electronic records.

While the intent was to produce a wide use of technology, concerns about Part 11 developedhevithin t
industry to the point where the regulation was perceived as having the opposite effect (see ISPE White
Paper for examples).

In February of 2003 the FDA issued draft Part 11 guidance with a final guidance following in August 2003.
Inthisfinalgudm ce, the FDA presented the groupds intention
Specific industry concerns about Part 11 were noted in this final guidance:

e Unnecessarily restricts the use of electronic technology inconsistent with the eguiatént

e Can significantly increase the costs of compliance due to the Part 11 requirements

e Discourages innovation and technological advances without providing significant public health benefit

The revised guidance is intended by the FDA to address theésstry concerns as the result of the original
Part 11 regulation was the opposite of the intent. The emphasis within this revised guidance is clear:
o FDA s reevaluating Part 11 as it applies to FDA regulated products
e Part 11 remains in effect
e The FDAwill narrowly interpret the scope of Part 11
o Fewer records will be subject to Part 11
o Part 11 will apply to:
e Records required to be maintained by predicate rule(s) that are in electronic format in place of
paper
e Records required to be maintained by pratiiaule(s) that are in electronic format in addition
to paper format and are relied upon to perform regulated activities
e Records submitted to FDA under predicate rules
e Electronic signatures that are the equivalent to handwritten signatures requiredibgtere
rule (e.g. reviewed, approved, verified)
e Enforcement discretion will be used during the period afx@mination
o FDA does not intend to take enforcement action to enforce compliance with the validation, audit
trail, record retention, and record capy requirements of Part 11 as explained in the final
guidance
o Records must still be maintained or submitted consistent with the applicable predicate rules
¢ No requirements will be enforced for systems that were operational before August 20, 1997, the
effedive date of Part 11

The enforcement discretion is strictly limited to the Part 11 requirements but some of these aspects of a
system may still apply to satisfy the predicate rules. Regarding the areas identified for enforcement
discretion, Part 11 shalibe viewed as not adding to or increasing the regulatory requirements defined in
other regulations. Part 11 does not remove or invalidate existing requirements defined in other regulations.
For example, system validation is still required for some systey 21 CFR 820.70(i).

14
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2.3 Complying with Part 11

The first step to compliance with Part 11 is to determine if Part 11 applies to the system in question and if it

does, which parts of Part 11 apply. For example, an electronic records system that doelwd®t inc

electronic signatures does not need to comply with Subpart C. Each company needs to make a
determination for each new system based on their understanding and application of Part 11. The ISPE and

PDA guidé€ also provides guidance for understanding aomplying with Part 11. Whatever decision is

mad e, this determination should be clearly document e
regulatory requirements.

Once a system is found to require Part 11 compliance, the company needsmindgter to comply with
the applicable requirements. This requires a mixed solution of two types of controls: technological and
procedural. Some specific requirements may even be addressed by both types of controls.

The presence of procedural requirense means that no technological solution, software, etc. can be
compliant with the Part 11 regulation as it exists on its own. This guide will focus on the application of
technological controls, but will also identify where procedural controls are require

2 Complying with 21 CFR Part 11, Electronic Records and Electronic Sigisat®art 2

15
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2.4 Compliance Matrix

The following table identifies which type of control is needed to comply with specific requirements defined

in the Part 11 regulation. An 6X6 in the Procedur al
the requiremeniisted in that row. Sections 3 and 4 of this guide are structured to mirror the regulation and

present the reader with information and specific technical methods or options available to support Part 11
compliance. In each subsection within Sections @ 4nthe specific regulation text being addressed is

presented to aid in the interpretation and application of this guide (shdwidiitalics.

21 CFR 11 Requiremen| Procedural Technological
Subpart B 11.10 X X
Subpart B 11.10 (a)* X X
Subpart B 110 (b)* X
Subpart B 11.10 (c)* X X
Subpart B 11.10 (d) X X
Subpart B 11.10 (e)* X X
Subpart B 11.10 (f) X
Subpart B 11.10 (g) X X
Subpart B 11.10 (h) X
Subpart B 11.10 (i) X
Subpart B 11.10 (j) X
Subpart B 11.10 (k) X X
Subpart B 11.10 (k) 1 X X
Subpart B 11.10 (k) 2* X X

Subpart B 11.30* N/A** N/A**
Subpart B 11.50 (a)
Subpart B 11.50 (a) 1
Subpart B 11.50 (a) 2
Subpart B 11.50 (a) 3
Subpart B 11.50 (b)
Subpart B 11.70
Subpart C 11.100 (a)
Subpart C 11.100 (b)
Subpart C 11.100 (c)
Subpart C 11.100 (c) 1
Subpart C 11.100 (c) 2
Subpart C 11.200 (a)
Subpart C 11.200 (a) 1
Subpart C 11.200 (a) 1.i
Subpart C 11.200 (a) 1.ii
Subpart C 11.200 (a) 2
Subpart C 11.200 (a) 3
Subpart C 11.200 (b) N/A*** N/A***

XXX XXX X

XXX XXX X XXX X

Subpart C 11.300 X X
Subpart C 11.300 (a) X X
Subpart C 11.300 (b) X X
Subpart C 11.300 (c) X
Subpart C 11.300 (d) X X
Subpart C 11.300 (e) X

* These sections are part of the enforcement discretion defined iarth&1FRGuidance for Industry
** Open systems are outside the scope of this guide
*** Bjometric signatures are outside the scope of this guide
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3 Procedural Controls

Procedural controls must be applied as part of any Part 11 solution. These proceduralarentuatiside the

scope of Wonderwareds products and offerings to the i
and provides some content to aid a companyds efforts
controls.

3.1 Electronic Reordsi Subpart B

3.1.1 Controls for Closed System$ 11.10

21 CFR Part 11:

fiPersons who use closed systems to create, modify, maintain, or transmit electronic records shall employ
procedures and controls designed to ensure the authenticity, integrity, and, wdppropriate, the
confidentiality of electronic records, and to ensure that the signer cannot readily repudiate the signed
record as not genuine. Such procedures and controls shall include the following:

Companies need to define and execute a systemcwitiponents (e.g. SOPs, processes, tools) that will
ensure the closed system controls are properly established and maintained. Periodic verification, or
auditing, of the controls should be performed to maintain the integrity of the controls, oncehestablis

3.1.1.1 Validation - 11.10 (a)
21 CFR Part 11:

fi(a) Validation of systems to ensure accuracy, reliability, consistent intended performance, and the
ability to discern invalid or altered records.

Validation is one of the requirements where enforcementation will be applied. In this area, that means
validation of electronic record/electronic signature (ER/ES) systems will not face any new requirements
due to the Part 11 record. System validation must still be performed in compliance with the g@retbcat

(21 CFR 820.70(i)).

This validation should follow a defined methodology. The GAMPS5 guide recommends important

validation principles for companies to consider using. Significant procedural activities to perform include
defining requirements, damenting system design, and testing that the system performs as defined by the
designi including documenting this testing or verification.

3.1.1.2 Record Protection- 11.10 (c)

21 CFR Part 11:

fi(c) Protection of records to enable their accurate and ready readahroughout the records retention
periodo

The following procedural actions should be performed to protect and enable record retrieval:
o Define procedures for providing records to internal and external parties

e Specify retention requiremeritsspecifically the retention period

o Define backup, recovery, archival, and retrieval processes for electronic records

This is another area where enforcement discretion will be applied but this discretion is specifically limited

to generating copies of records. Elecri ¢ records should be available at
companyé6s defined tools and methods or the records s
format (e.g. PDF, XML).
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3.1.1.3 Access Limitations- 11.10 (d)

21 CFR Part 11:
fi(d) Limiting system access to authorized individuals.

Procedures need to be defined that address system user administration, including who should be granted
access and how that access is granted. Often systems require administrator level or otherwise high level
userswith great latitude in the actions they can perform within the system. These high level users should
get special attention when considering rules, limitations, and other procedural safeguards that can be
applied.

Some customers may interpret the Part 11 guidelines to require a record of changes to user access profiles.
Wonderware softwardoes not record these changesf required a manual procedure should be
established to cete and maintain these recards

3.1.1.4 Audit Trail -11.10 (e)

21 CFR Part 11:

fi(e) Use of secure, computgenerated, timestamped audit trails to independently record the date and
time of operator entries and actions that create, modify, or delete electronic records. Record changes
shall not obscure previously recorded informatioSuch audit trail documentation shall be retained for

a period at least as long as that required for the subject electronic records and shall be available for
agency review and copyingj.

Reliability of records must still be maintained even though aiit &nail may not be specifically required

due to the FDAbds enforcement discretion defined in t1l
that require documentation of the methods for ensuring reliable records, whether this includes arl audit tra

or not.

3.1.1.5 Authority Checks - 11.10 (g)

21 CFR Part 11:

fi(g) Use of authority checks to ensure that only authorized individuals can use the system, electronically
sign a record, access the operation or computer system input or output device, alter arecqrerform

the operation at hand

Procedures need to define how systems should perform authority checks. If any variation in authorization
method is allowed, the specific scenarios and authorization methods for each must be specifically defined.

This requirement is related to the access limitation requirement (segtioh.3. However, this
requirement addresses allowing specific actions within the system whereas the access limitation
requirement rel&s to general access to the system.

3.1.1.6 User Qualifications- 11.10 (i)

21 CFR Part 11:
fi(i) Determination that persons who develop, maintain, or use electronic record/electronic signature
systems have the education, training, and experience to perform tsigned tasks.

The method or methods used to determine persons who are qualified to interact with ER/ES systems must
be defined.

18
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3.1.1.7 Accountability - 11.10 (j)

21 CFR Part 11:

fi(j)) The establishment of, and adherence to, written policies that hold indislduaccountable and
responsible for actions initiated under their electronic signatures, in order to deter record and signature
falsification.o

Policies need to define the responsibilities of those users with electronic signature capabilities. Tchis shoul
include any consequences or other deterrents for misuse of the electronic signature function by those users.
This requirement is intended to ensure electronic records can be trusted as signed.

3.1.1.8 Documentation Control - 11.10 (k)

21 CFR Part 11:

fi(k) Useof appropriate controls over systems documentation including:
(1) Adequate controls over the distribution of, access to, and use of documentation for system
operation and maintenance.
(2) Revision and change control procedures to maintain an audit tthihit documents time
sequenced development and modification of systems documentation.

The controls placed on system documentation must be defined by procedures. Requirements for recording
and tracking system documentation changes must also be defined.
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3.2 Electronic Signaturesi Subpart C

3.2.1 General Requirementsi 11.100

3.2.1.1 Signature Uniqueness 11.100 (a)

21 CFR Part 11:
fi(a) Each electronic signature shall be unique to one individual and shall not be reused by, or
reassigned to, anyone elge.

Procedures shddi be established to ensure an electronic signature is unique and can only be used by one
individual Companies should also be prepared, with defined procedures, to handle situations where
signature authorities are not available because no others carieeaesignature on their behalf. A valid
remedy is to establish rules for delegation of signature responsibility so work flow can progress even if
primary signature authorities are not available to execute an electronic signature.

3.2.1.2 User Identity - 11.100 ()

21 CFR Part 11:

i b) Before an organization establishes, assigns, C
electronic signature, or any element of such electronic signature, the organization shall verify the

identity of the individualod

Verificat i on of an individual 6s identity is a procedur a
should be documented.

3.2.1.3 Certification - 11.100 (c)

21 CFR Part 11:

fi(c) Persons using electronic signatures shall, prior to or at the time of such useificéot the agency

that the electronic signatures in their system, used on or after August 20, 1997, are intended to be the

legally binding equivalent of traditional handwritten signatures.
(1) The certification shall be submitted in paper form and signeith a traditional handwritten
signature, to the Office of Regional Operations (HFC00), 5600 Fishers Lane, Rockville, MD
20857.
(2) Persons using electronic signatures shall, upon agency request, provide additional
certification or testimony that a spéi electronic signature is the legally binding equivalent of
the signeroés handwritten signature.

Certifying the persons using electronic signatures are intending to apply the legal equivalent of a
handwritten signature is also only a procedural agtiviThis certification is applicable to all systems
where a certified person is able to apply electronic signatures. Certifications are required for each person
and not each system.
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3.2.2 Components and Controlsi 11.200

3.2.2.1 Non-Biometric Signatures- 11.200 (a)

21 CFR Part 11:
fi(a) Electronic signatures that are not based upon biometrics shall:
(1) Employ at least two distinct identification components such as an identification code and
password.
(i) When an individual executes a series of signings during agn continuous period
of controlled system access, the first signing shall be executed using all electronic
signature components; subsequent signings shall be executed using at least one
electronic signature component that is only executable by, and desigo be used only
by, the individual.
(i) When an individual executes one or more signings not performed during a single,
continuous period of controlled system access, each signing shall be executed using all
of the electronic signature components.
(2) Be used only by their genuine owners; and
( 3) Be administered and executed to ensure that
signature by anyone other than its genuine owner requires collaboration of two or more
individuals.0

Procedures shadilbe established to define what distinct identification components are considered valid for
use in an electronic signature. These procedures should also define what is considered a continuous period
of controlled access for the purpose of identifying wimey one electronic signature component is
required for subsequent signings.

These procedures also need to ensure persons only use or apply their own electronic signature and they do
not share or distribute any components of their electronic signatahetisat others cannot falsely sign
electronic records for them.

Finally, the procedures need to define and manage signature components such that a single person cannot
attempt to use anotherds signature. B dhe userx amp !l e,
identification codes assigned, can also reset a per
could falsify signatures for others without requiring any assistanoedthers.

21
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3.2.3 Controls for Identification Codes & Passwordsi 11.300

21CFR Part 11:
fiPersons who use electronic signatures based upon use of identification codes in combination with
passwords shall employ controls to ensure their security and integrity. Such controls shall indlude:

ID and passwords are given specific ni@mtin the regulation as they are by far the most commonly used
electronic signature components.

3.2.3.1 ID & Password Uniqueness 11.300 (a)

21 CFR Part 11:
fi(a) Maintaining the uniqueness of each combined identification code and password, such that no two
individuals have the same combination of identification code and password.

This requirement is most likely addressed by the procedures required for electronic signature uniqueness in
21 CFR 11.100(a).

One possible additional consideration is that rules dassword components can be used to make
passwords more difficult to guess. For example, password length of 6 or more characters, at least one
capital letter, at least one letter and one number, would all contribute to making it more difficult to guess

anot her 6s password.

3.2.3.2 Password Changes 11.300 (b)

21 CFR Part 11:
fi(b) Ensuring that identification code and password issuances are periodically checked, recalled, or
revised (e.g., to cover such events as password aging).

Identification codes should bdisabled for users that are no longer allowed access to a system. Users
should be periodically reviewed to ensure they are currently assigned to the correct user groups as many
systems grant access or permissions based on membership in defined user Ginespsypes of changes

are often due to change in roles or separation from the company. Whatever method is applied, the
procedures should not jeopardize the integrity of signatures already executed which means it may not be
possible to completely remewa user from the system.

Passwords are commonly required to be periodically changed in an effort to minimize the likelihoed an ID
password combination can be compromised. This generally accepted practice is especially important in
ER/ES systems. Addithal rules, such as password cannot be changed to be the same as the user ID,
passwords cannot be reused or reused within a specific time period, and others should also be considered to
protect the integrity of passwords.

3.2.3.3 Compromised Devices 11.300 (c)

21 CFR Part 11:

fi(c) Following loss management procedures to electronically deauthorize lost, stolen, missing, or
otherwise potentially compromised tokens, cards, and other devices that bear or generate identification
code or password information, and tssue temporary or permanent replacements using suitable,
rigorous controlso

Loss management procedures must be clearly defined and consistently applied to protect the integrity of

electronic signatures when passwords or any other signature componentpmment generating device is
lost or compromised.
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3.2.3.4 Transaction Safeguards 11.300 (d)

21 CFR Part 11:

fi(d) Use of transaction safeguards to prevent unauthorized use of passwords and/or identification codes,
and to detect and report in an immediate andgent manner any attempts at their unauthorized use to
the system security unit, and, as appropriate, to organizational manageient.

Procedures should define how to handle any unauthori
This will dependon the technological controls to identify the unauthorized attempted use.

3.2.3.5 Device Testing- 11.300 (e)

21 CFR Part 11:

fi(e) Initial and periodic testing of devices, such as tokens or cards, that bear or generate identification
code or password informatioto ensure that they function properly and have not been altered in an
unauthorized manne

Procedures need to define the testing to perform and when it should be performed, including the frequency
of the periodic tests.
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4 Technological Control
4.1 Electronic Recordsi Subpart B

4.1.1 Controls for Closed System§ 11.10

21 CFR Part 11:

fiPersons who use closed systems to create, modify, maintain, or transmit electronic records shall employ
procedures and controls designed to ensure the authenticity, integrity, aviten appropriate, the
confidentiality of electronic records, and to ensure that the signer cannot readily repudiate the signed
record as not genuine. Such procedures and controls shall include the following:

4.1.1.1 Validation -11.10 (a)

21 CFR Part 11:
fi(a) Validation of systems to ensure accuracy, reliability, consistent intended performance, and the
ability to discern invalid or altered records.

41.1.1.1 Wonderware Software Verification

FDA-audited industries are required to properly validate their applicatiorssoftiwvare world uses the term
validation and verification interchangeably. However, according to the docuBssmdral Principals of
Software Validation; Final Guidance for Industry and FDA St&lffonderware provides software that is
verified. The partiedefinition of software verification in the FDA document is:

Software verification provides objective evidence that the design outputs of a particular phase of the
software development life cycle meet all of the specified requirements for that phdseareSo
verification looks forconsistency, completeness, and correctness of the software and its supporting
documentation, as it is being developed. [ é]

All Wonderware products are verified and tested extensively prior to release. Furthékfoored e rswar e 6
commitment to quality ensures performance reliability.

Software validation is for a finished device or system hence it does not apply-tteeSfielf configurable
software like Wonderware products. Validation applies to systems created using tiperablefiwonderware
products.
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4.1.1.1.2 System Validation

Validation of the applications created using the Wonderware produetstiisly the responsibility of the
FDA-audited industry. Creating and maintaining a validated state is simplified by features aipiitiees
within the Wonderware products.

For example, InTouch includes standard user entry windows for both alphanumeric and numeric entries.
These standard windows provide entry capabilities as part of thhesthelf products so the features do

not need validation. It is only necessary to consider validating the connections to these windows to prove
entered values end up in the right place within the system.

Another example, graphic object templates can be used to create templates for uaee intgefcts like

control valves or process variable displays. The features of each template are defined once and then the
template can be reused each time an object with the defined features is needed. Use of the template
simplifies validation by reducmthe scope of testing for this custmwonfigured item. All features of the

object template should be tested fully once but each instance of the template does not require full testing of
all the template features because each individual instance shafeattires of the template. Validation of

each instance of a template can focus on the custom configuration of the specific ingandmking of

the object to a specific system input or output.

Decisions to reduce testing scope are completely nithé boundaries of currently accepted industry
methodology. GAMP 5 specifically promotes the use of ab@sed approach to validation, including
testing. Capabilities within the Wonderware products like those mentioned above provide a strong case of
reduced testing when properly employed within a custonfigured system.

4.1.1.2 Record Availability - 11.10 (b)

21 CFR Part 11:

fi(b) The ability to generate accurate and complete copies of records in both human readable and
electronic form suitable for inspectim review, and copying by the agency. Persons should contact the
agency if there are any questions regarding the ability of the agency to perform such review and copying
of the electronic recordd

4.1.1.2.1 Viewing Recorded Alarms and Events

Wonderware provides thalarm DB View ActiveX control and the Alarm View ArchestrA Symbol to
visualize data from the alarm database in an InTouch application. This control is used to show all alarm
and event information generated from an InTouch application or from an Arch@sieky during run

time.

For information on configuring the Alarm DB View
Chapter 10 of the InTouch HMI Alarms and Events Guide.

4.1.1.2.2 Viewing Recorded Data

Wonderware offers products that can be linked toouarireport generators. Report generators get data
through queries to databases. All Wonderware software is tiss@tsure data stored in the databases are
accurate and complete.

Provided the chosen report generator is properly configured, the regmésatedshould contain an
accurate and complete set of data.
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4.1.1.2.2.1 ActiveFactory Reporting

The ActiveFactory Reporting Website is a preconfigured Wonderware Information Server component that
allows web users to:

e Generate reports using data from Wonderwastddian databases.

e Trend history data from Wonderware Historian databases.

e Build and execute SQL queries against data from Wonderware Historian and other databases.

The ActiveFactory Reporting Website can be accessed either directly or through Wondefovaration

Server. When accessing the site directly, a custom starting page appears from which users can access the
various Reporting Website features. When accessing through Wonderware Information Server, the
reporting Website features appear under thév&Factory node in the Launch Pad. Although not required,

you may want to change some of the settings related to report publishing. This can be accomplished by
editing a set of .xml files.

For information on wusing ActtiowreF aRetpoorryt i Riggmo ritni n@h a pste
Wonderware Information Server Administration Guide.

4.1.1.2.2.2 ArchestrA Reporting

ArchestrA Reporting is a set of features that publish reports using Wonderware Information Server,
Wonderware Historian, and other system dafschestrA Reporting integrates Microsoft SQL Server

Reporting Services with Industrial Application Server. You can use ArchestrA Reporting features to

provide reports on data stored by a variety of Wonderware products and to view these reports from a web

browser.

For information on using ArchestrA Reporting, see il
Wonderware Information Server Administration Guide. For general information on using SQL Server

Reporting Services, see the Microsoft documentation

4.1.1.2.2.3 Wonderware HMI Reports

Wonderware HMI Reports is a product that allows creation and delivery of reports from an InTouch
application, a Wonderware Historian database or third party data sources.

You can use Wonderware HMI Reports features to provide tepor data stored by a variety of
Wonderware products and to view these reports in Adobe Acrobat reader, Microsoft Excel or from a web
browser.

For information on using Wonderware HMI Reports, see the product documentation.
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4.1.1.3 Record Protection- 11.10 (c)

21 CFR Part 11:
fi(c) Protection of records to enable their accurate and ready retrieval throughout the records retention
periodo

Protection of records includes performing scheduled backups of dataically backups should made and
maintained for InToch applications, System Platform Galaxy, Wonderware Histdristory blocks and
SQL Server tables, WWALMDB alarm and event database and any other system databases.

4.1.1.3.1 InTouch Applications Backup

In architectures where InTouch applications are based ord&diyed in the taglatabase (as opposed to
using a plant model in System Platform), Wonderware InTouch applications can be eitheflStendr
Managed. Backups for Stadone InTouch applications must be made and maintained manually by
selecting and quying the application directory.

Managed InTouch applications are maintained using the ArchestrA Integrated Development Environment

(IDE) if it is installed on the same computer as the InTouch HMI. Unlike stbomee InTouch applications

that are manag entirely by InTouch Application Manager, managed applications are more integrated into

the ArchestrA environment. Managed InTouch applications appear in the InTouch Application Manager as
AiManagedo and can be edited othnlthe IDE.yBackupsaar inanaggd Wi ndo wM
InTouch applications are maintained in the System Platform Galaxy and are backed up with all of the other
ArchestrA objects.

Managed InTouch applications are preferred where they will be deployed into regulated envisonfe
Managed InTouch application uses the IntouchViewApp object to manage the synchronization and delivery
of files required by the associated InTouch application. The advantages of this managed application choice
are all changes are recorded and conimare allowed when changes are made. For more information, see
Chapter 1, About InTouch and ArchestrA Integration, in limEouch® HMI and ArchestrA Integration

Guide.

Wonderware InTouch includes an application version featumesystem tag that inarents each time
something ischanged in the InTouch application configuration. This tag is cé&WgplicationVersion.
$ApplicationVersion can be a valuable asset in tvedidation process because it can be recorded in the
validation protocols to ensuxalidated application has not been changed or altered.
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B Select Tag | X|
Taghame I Tag Type I Access Name I Alarm Group I Comment
Bl $&ccessLevel System Integer AccessLevel
B $&pplicationChanged System Discrete ApplicationChanged
EA $&pplicationVersion System Real ApplicationVersion
8 $ChangePassword . Systeni Diseizte ChangePassword
B $Configurel sers System Discrete Configurelsers
HE $Date System Integer Date
4 $DateString System Message DateStiing
EA $DateTime System Real DateTime
El $Day System Integer Day =
M $HistoricalLogaing System Discrete HistoricalLogaing
B $Hour System Integer Hour
B $InactivityTimeout System Discrete InactivityTimeout
B $Inactivityw/aming System Discrete Inactivityw arning
B $Language System Integer Language
B $LogicRunning System Discrete LogicRunning
$Minute System Integer Minute
El $Month System Integer tMonth
Bl $Msec System Integer Msec
B $Newdlam System Discrete Newdlarm
¢NhiHAr Custam Intanar NhiHAr =
T | ol
Eilter: ]<none> E]_J Cancel |
|40 items |$StatDdeConversations 7

Figure 1: Selecting the InTouch $ApplicationVersion Tag

4.1.1.3.2 Wonderware Historian Backup

Wonderware Historian is constituted of two entities requiring backup: the SQL Semtiere database, and

history blocks. Each of these entities has a separate backup procedure. For runtime database and history block
b ac k up Managmg the Wonderware Historian Runtime Databasea Managiflg Wonderware

Historian History Blocké Chepter 5, iManagi ng Dat a Storagebo,
Administration Guide.

4.1.1.3.3 Alarm and Event Backup

Management of the alarm database is performed using two InTouch utilities. The Alarm DB\Rhige
utility is used to remove records from thetatmse permanently or archive them to files. If the database
becomes corrupt, use the Alarm DB Restore utility to restore archived re€amdsstructions on using these
uti | i tMad sntsad en,i nfig t h eChdpteral? ohtheDrd dueh iHslIBren®and Events Guide.

4.1.1.3.4 System Platform Galaxy Backup

The configuration model of a System Platform application is stored in the Galaxy Repository, which is an MS
SQL Server database. The backup function of the Galaxy Database Manager archives aldfiles an
configuration data required to recreate the selected Galaxy in an empty Galaxy Repbsitprpcedures on
backing up a Galaxy s€bdapfiBacRingUBpng Ghéagagbaxmwn
Gal axy Database Manager User 6s Guide.

4.1.1.3.5 System Databases Backup

For backup of data stored in other system databases, in your case Microsoft SQLs&eryeuy Microsoft
Documentation.
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4.1.1.4 Access Limitations- 11.10 (d)

21 CFR Part 11:
fi(d) Limiting system access to authorized individuals.

4.1.1.4.1 Application Server Security

The ArchestrA security system is a global function that applies to every object in the Galaxy database. It is
a relationshighased security system between users and the objects and functions of the Galaxy.

ArchestrA security is dégned to allow system administrators to easily define users and assign the
operations they are allowed to perform. The security permissions are defined in terms of the operations the
users can perform using automation objects.

FDA-audited industries shtiiuse the OS User Based or OS Group Based Security model for best results.
Both OS Security models use Windows operating system authentication. This permits user name and
password management, outside InTouch, directly in the Windows operating systssnraent. By using

OS Security you benefit from the standard Windows functions for password aging, logon maximum trial,
user name uniqueness and more.

If using OS Group Based Security Authentication Mode, make sure there is an understanding of the
Windows operating system, particularly its user permissions, groups and security features. ArchestrA OS
Groupbased security uses these Windows features. For more help, see the Microsoft online help or a 3rd
party book about Windows security.
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& Configure Security

Figure 2: Configuring ArchestrA Security

When using local OS Groups as Roles, each node within a Galaxy must have the same OS Users, Groups,
and useigroup mappings to get the same level of access to the user at each node. In orderhéanoid t
regulated environments the use of a Windows Domain controller and Windows Active Directory is
recommended in multiple node installations.

For information on OS SecuritygasedfiSepgemnatiitgmw, i meeChi
AWor ki Sgcwirtth yo, in your Wonderware Application Ser v

ArchestrAbased security includes advanced security mechanisms that also affect InTouch.
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4.1.1.4.2 Configuring Secured Write using ArchestrA Security

Attributes in an ArchestrA Galaxy can be configutecdhave an access control as Secured Write. Secured
Write attributes require users to@ater their passwords to complete the write back.

: & Graphic Toolbox v 3 x|| @ $ScreenControl *
(- 4@ BB Test - = Fieldnttributeslobject Information] Scripts  UDAs IExtensions] Graphicsl
UDA name: SecuredTag
UDAs:
Name | Data type: lInteger E]
cmdInitialize 1
cmdInitialize2 Category: User writeable hd
OperateTag e l ]
SecuredTag -
VerifiedTag Value
[T Thisis an array
Number of elements:
o 5 '@
U Free Access
3 Operate
@ Verified Wiite
Inherited UDAs: ¥ Tune
J 3 Mame | + Configure
: g Derivation v B x .. Readfiny
- 4@ BB_Test =
[ §8% $AppEngine
- 4 $Area
- [ig]] $DDESuiteLinkClient
[+ @ $FieldReference
- @ $UserDefined
BY'@ $5creenControl
@ Object_1
- [§ $winPlatform
- [2) Unused Base Templates

Figure 3: Configuring Secured Write using ArchestrA Security
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4.1.1.4.3 Configuring Verified Write using ArchestrA Security

Attributes in an ArchestrA Galaxy can be configured to have an access control as Verified Write. Verified
Write attributes require users to-eater their passwords and also authorization of a second operator to
complete the wré back.

@ $ScreenControl *
Field Attributes | Object Information | Scripts  UDAs IExtensions | Graphics |

UDA name: SecuredTag

UDAs:

Mame: | Data type: llnteger ;I
crdInitialize 1
cmdInitialize2 Cateqory: i

qory: User writeable 3]
OperateTag l "J
SecuredTag _

Yal

VerifiedTag aue

[~ This is an array

Number of elements: I

g 5

.2

L Free Access
3 Operate

@ Secured Write
Inherited UDAs: ¥ Tune

[ame l ¥ Configure

B Read Only

Figure 4. Configuring Verified Write using ArchestrA Security

4.1.1.4.4 InTouch Security

When using InTouch in architectures based on tag databases. InTouch offers multiple security
configurations. FDAaudited industries shouldse the OS Security model for best results. OS Security
model uses Windows operating system authentication. This permits user and password combination
management, outside InTouch, directly in the Windows operating system. By using OS Security, you
bendit from existing functions for password aging, logon maximum trial, user name uniqueness and more.

For information on OS Security BamsfidgBreatuiromnyosea Cl:
iSecuring I nToucho, i nManhgemehtand &xteasion GLMé. Appl i cati on
InTouch also offers an option for ArchestrA based security. When an InTouch node is configured to use

ArchestrA security, the InTouch HMI uses methods and dialog boxes from Application Sever for logon and

logoff operatims. Users are configured in the Application Server IDE. An InTouch application configured

to use ArchestrA security provides the additional functions which are useful in a regulated environment.
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4.1.1.45 InTouch Secured Write using ArchestrA Based Security

Writing to an ArchestrA attribute that is configured for Secured write in InTouch requires users a user to

re-enter their passwords to complete the write back. The InTouch popup that is displayed when modifying
a Secured Write attribute is shown below.

Secured Wiite X |

\Write to attribute failed since it is marked as a
Secured Wiite. For the write to succeed, please
enter the password for the logged on user.

Attribute Igalaxy:Dbiect_‘l_.S_ecuredTa

Value |11.uuuoouuu

User IFaclEl per

Domain IDEMDDNE

Password I |

| 0K I Cancel

Figure5: InTouch Secured Write using ArchestrA Security
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4.1.1.4.6 InTouch Verified Write using ArchestrA Based Security

Writing to an ArchestrA attribute that is configured for Verified write, in InTouch requires users a user to
re-enter their psswords and also authorization of a second operator to complete the write back. The
InTouch popup that is displayed when modifying a Verified Write attribute is shown below.

Verified Wiite B3 |

‘Wite to attribute failed since it is marked as a
Verified Write. For the write to succeed, please
enter the password for the logged on user.

~ Operator

Attribute lgalaxy:Ubich.\f‘erifiedTag

Yalue 133.00000000

Operator lFactlJpel

Domain lDEMUDNE

Password ] [T

Verifier

Operator IFactSuper

Domain IDEMDONE

Password l [T

0K I Cancel I

Figure 6: InTouch Verified Write using ArchestrA Security
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4.1.1.4.7 Wonderware Historian Security

Wonderware Historian uses two security mechanisms:
e Windows operating system security
e Microsoft SQL Server security

Wonderware Historian uses Microsoft SQL Server security configured in SQL Server Authentication mode
or Mixed mode. Mixed mode allows users to connect to an instance of SQL Server using either Windows
authentication or SQL Server Authentication.

The security choice from either SQL Server Enterprise Manager or Wonderware Historian Console is
offered wlen registering a server. FDBdudited industries should use Mixed mode and Windows
Authentication. Windows Authentication offers consistency with the Wonderware OS Security .models
SQL Server allows you to define Windows user groups as S&ler userthus ensuring centralization of

all user related information arfacilitating management of all parameters.

When the Wonderware Historian is installed, def&QiL Servetdogins are created that can be used for
logging on to the historian from client glcations. These default logins provide "out of the box"
functionality so that logins do not have to be created to start using the system. The following table
describes the preconfigured logins:

Login Name Password Description

aaAdmin pwAdmin A user whocan access and modify all data and
create objects. Cannot drop the database or
truncate tables.

aaPower pwPower A user with full read access and the ability to
create objects and modify the contents of the
non-core tables

aaUser pwUser A readonly userwho can access all data, but
cannot modify data or consume database
resources

aadbo pwddbo Database owner. Full permissions

Applications that are deployed in FDA regulated industries should always change the default passwords for
the Wonderware gendeal SQL Server logins.

For information onWonderware Historian and related Microsoft SQL Server functionss e e & Siemur i ty
Chapt er -Reyel Farstiprelitge, m iWondéniaee Historian Concepts Guide

For more information on server registratjosee "Registering Wonderware Historian" in Chapter 1,
"Getting Started with Administrative Tools," in thidonderware Historian Administration Guide.

For a more secure installation, check the HAAlI ways
Registeed Wonderware Historian Properties window

For information on SQL Server security and registration, see your MicrosofS8er documentation.
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4.1.1.4.8 Alarm and Event Security

The Wonderware InTouch Distributed Alarm system includes the Alarm DB Loggéy titdt logs alarms

and events to an alarm database. The Wonderware Alarm DB Logger Manager uses fixed accounts in the
Microsoft SQL Server database access the data. h& DB Logger needs to have a widtecess account

which is specifiedising the Alam DB Logger manager utility.

Alarm DB Logger Manager - Configuration | x| I

~ SOL Server/MSDE

Server Name Idemoone 'I
Database lWWALMDB[

r User Info “LoggingMode
User Name IwwDBIogger & Detailed
Password l' ssese " Consolidated
Test Connection I Create l Delete Database I

2 Back | Nezt > I Cancel I Help |
Figure 7: InTouch Alarm DB Logger Configuration

The fixed user accounts (names and passwords) present a possible compliance risk. Companies should
consider the potential for eewdited changes tché alarm database and determine if any procedural
controls should be employed to address the potential risks. These procedural controls could include
limiting access to the database by isolating the system network and databases from the corporate network
and/or physical limitations to HMIs that can access the alarm database.
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4.1.1.5 Audit Trail -11.10 (e)

21 CFR Part 11:

fi(e) Use of secure, computgenerated, timestamped audit trails to independently record the date and
time of operator entries and actis that create, modify, or delete electronic records. Record changes
shall not obscure previously recorded information. Such audit trail documentation shall be retained for
a period at least as long as that required for the subject electronic records hatl se available for
agency review and copying.

4.1.1.5.1 Capturing System Information and Audit Trails

All InTouch and ArchestrA tags defined as alarms are logged iwws@mdb database When an InTouch

alarm provider (e.g. InTouch or ArchestrA) is configuteduse either operating system or ArchestrA
authentication and an alarm occurs, the alarm record contains the full name of the operator, assuming the
operator is logged on, along with the time and date and alarm details. If the alarm is subsequently
acknavledged, and the node performing the acknowledgement is set to use operating system or ArchestrA
security, the alarm record contains the full name of the acknowledgement operator. Otherwise, the alarm
record contains a computer name concatenated with vératein the $Operator tag.

All tags that are configured as events have a record logged mwwladmdb database each time an action
happens with it or its value is changed. All event records, inmtfedmdb database, are logged with the full
name of tke logged on useand a time stamp in UTC. Logging the operator with an event can be forced by
using ArchestrA secured and verified write attributes as described in section 4.1.1.4.1.

A comment field can also be configured in InTouch or ArchestrA and dogigeg with the alarm or event.

This logging of alarms and events that occurs while running a system can be used to create a report of system
operation. In a production environment this information could be used to generate a batch report, which could be
an electronic record, that showed alarms and events (e.g. setpoint changes, user logon/off) during a batch or
production run.

This information logged into the database could be part of an electronic record about system operation. While
this is helpfuinformation related to system operation, it does not constitute an audit trail.

An audit trail would be a record of any changes (additions, deletions, or modifications) to this data once it has
been logged. For example, if another system operator chamgalarm limit value (a logged event) while
someone else was logged in then the event recording that value change could be changed in the electronic record
to indicate the actual operator making the change. That change to the electronic record \wobjecbéo

tracking in an audit trail.

SQL Server can be configured, by using triggers, to track and log changes made to any data, see the Microsoft
SQL Server documentation.
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4.1.1.5.2 Wonderware Historian Modification Tracking

The Wonderware Historian suppontadking of modifications (inserts and updates) to columns in the

Runtime database. Modification tracking can be used to track changes to configuration data and changes to
actual historian data. The Wonderware Historian uses the same security deffa@d. fBerver for

inserting and updating data. However, data values cannot be deleted from storage.

Modification tracking is systerwide; it is controlled via the use of the ModLogTrackingStatus system
parameter. Modification tracking stores a record of riicaion events that include the old data, the new
data and the user name of the user registeitbd/Vindows Authentication in the Wonderware Historian
Console.Information in the modification tracking tables is stored in the data files of the Mic®Qaft
Server database.

Maodification Tracker - Selection |
— Modification Date — Modification Type
: [+ Select Al
&+ Al Modification Dates
V¥ |nzert
" Between I 142142009 vl and | 1/21/2009 - W LUpdate
¥ Delete
£~ During The Previous |1 Eﬁ IMinutes "I
v SOL Insert
— Object Tupe ¥ SOL Original Ingert
¥ SOL Update
Table Mame: [0l Tables =l ¥ CSV Insext
v CSY Qriginal Inzert
Column Marme; ISeIect & Tahle j
v C5% Update
. W iPoi
Object Key: ISEIect & T able j ' CSV MuliPoint Update
Iv Fast Load

Search... | Clear | LCancel | Help |

Figure 8: Historian Modification Selection
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There are two types of modifications that can be tracked:

e Changes to configuration data. For example, additions or changes to tag, /O Server, and storage
locationdefinitions. For more information, see "Modification Tracking for Configuration Changes" in
the Wonderware Historian Concepts Guide.

e Changes to history data. For example, data inserts and updates via T&pksatatements or CSV
imports. For more inforition, see "Modification Tracking for Historical Data Changes" in the
Wonderware Historian Concepts Guide.

Figure 9: Modification Tracker Example
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